
Facebook: Ten ways to stay safe online 
Tip: Find out how to stay safe: Make sure you visit and ‘like’ the Facebook security 
page at www.facebook.com/security 

Why it’s important: The Facebook Security page provides you with information 
about the steps Facebook takes to help you protect your account, as well as tips and 
advice on how to avoid threats like viruses, spam, phishing and malware – straight 
into your newsfeed. 

Tip: Learn how to use Facebook’s reporting tools 

Why it’s important: It is important to report things that make you feel uncomfortable, 
whether they’re photos or messages. Use the “Report” links that appear on almost 
every page, profile or picture. If you receive an abusive message, you can report it 
by clicking the “Report” link next to the sender’s name as you are reading the 
message. 

Tip: Block and report anyone who sends you unwanted or inappropriate messages. 

Why it’s important: Unlike in real life or in other forms of communication, on 
Facebook you can prevent somebody from sending you unwanted communication. 
When you block people, any ties you currently have with them will be broken, and 
they won’t be able to find you, contact you on Facebook or view your profile. You can 
block people by adding their names to your block list in your privacy settings area, or 
by checking “Block this person” when you report them. These people will not be 
notified when you block them. 

Tip: Beware of suspicious links. 

Why it’s important: If you think you’ve clicked on a link and have been taken to 
another website, be very careful about what you click on. Facebook cannot protect 
against malicious content outside of our site, so we urge you to be extra cautious 
and report the link if it seems suspicious. If the website seems to look like a major 
web service but you think it might be fake, you can type the URL of the real website 
in the address bar to check. 

Tip: Keep your computer’s software up to date to beat cyber-criminals. 

Why it’s important: There are some easy steps everyone can take to avoid spam 
and malicious content. You can check the version you are using is up to date on the 
website for your browser company, but some current good examples are Internet 
Explorer 9 and Firefox 3.6. Make sure you have up-to-date security software on your 
computer that includes anti-virus, anti-spyware and anti-phishing protection and a 
firewall. Finally, make sure you’ve set your operating system to update automatically. 

Tip: Use different passwords for your different online accounts – and keep them 
secret. 

http://www.lordswoodboys.co.uk/index.php/parents/e-safety-parents/www.facebook.com/security


Why it’s important: Don’t make it easy for cybercriminals. Use different passwords 
for your various online accounts. If you use the same password everywhere, you 
could lose access to all of your accounts at once if one of your accounts is 
compromised.. Think of a complex password that can’t be easily guessed. Avoid 
common words, and make sure your password is at least eight characters long and 
includes capital and lower case letters, numbers, and symbols. Finally, be wary of 
where you enter your password. 

Tip: Spend a little time reviewing your privacy settings. 

Why it’s important: It is important to be in control of what you share. At Facebook 
we take the issue of privacy very seriously. Our users have control over the 
information they share and the people with whom they share it with. Facebook 
privacy settings allow you to easily restrict access to any content that they post, from 
status updates to photos. It’s up to you what you share. 

Tip: Be careful when accepting or sending friend requests, and only accept requests 
from people you know. 

Why it’s important: Use caution when accepting or sending friend requests, and 
keep in mind that it is always risky to meet anyone in person whom you don’t know 
through real world friends. In order to prevent harassment from strangers, be careful 
to accept friend requests only from people you know in real life. If you are worried 
that someone will make inappropriate posts or send offensive messages, you can 
block them using the link below their profile image. 

Tip: Before you post, stop and think about who might see it. 

Why it’s important: Be sure to customize your privacy settings on the Privacy 
Settings page if you are uncomfortable being found in searches or having your 
profile viewed by people from your school or work networks. Try out our friend list 
tools at facebook.com/friends and place different groups of people in seperate lists – 
then you can choose what you want to share with different people. 

Tip: Be careful when accessing or sending information over an unsecured public 
wireless network. 

Why it’s important: Unless you can verify that a Wi-Fi network is secure, you may 
want to avoid transmitting sensitive information. If you’re using free Wi-Fi in 
somewhere like a cafe, you should consider using Facebook’s high security, HTTPS 
encrypted connection. You can turn this on in your account settings area. 
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